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(3) Other than for access by employ-
ees or agents of the Board, access to
records within a system of records
shall be permitted only to the indi-
vidual to whom the record pertains or
upon his or her written request.

(4) The Board shall ensure that all
persons whose duties require access to
and use of records contained in a sys-
tem of records are adequately trained
to protect the security and privacy of
such records.

(6) The disposal and destruction of
identifiable personal data records shall
be done by shredding and in accordance
with rules promulgated by the Archi-
vist of the United States.

(b) Automated systems. (1) Identifiable
personal information may be processed,
stored, or maintained by automated
data systems only where facilities or
conditions are adequate to prevent un-
authorized access to such systems in
any form.

(2) Access to and use of identifiable
personal data associated with auto-
mated data systems shall be limited to
those persons whose duties require
such access. Proper control of personal
data in any form associated with auto-
mated data systems shall be main-
tained at all times, including mainte-
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nance of accountability records show-
ing disposition of input and output doc-
uments.

(3) All persons whose duties require
access to processing and maintenance
of identifiable personal data and auto-
mated systems shall be adequately
trained in the security and privacy of
personal data.

(4) The disposal and disposition of
identifiable personal data and auto-
mated systems shall be done by shred-
ding, burning, or, in the case of elec-
tronic records, by degaussing or by
overwriting with the appropriate secu-
rity software, in accordance with regu-
lations of the Archivist of the United
States or other appropriate authority.

§1304.115 Systems of records covered
by exemptions.

The Board currently has no exempt
systems of records.

§1304.116 Mailing lists.

The Board shall not sell or rent an
individual’s name and/or address unless
such action is specifically authorized
by law. This section shall not be con-
strued to require the withholding of
names and addresses otherwise per-
mitted to be made public.
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